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Abstract 
It is known that Boolean functions used in stream ciphers should have high nonlinearity to resist algebraic attacks, 
and there are some relationships between the algebraic immunity and the nonlinearity of a Boolean function. Recently, 
some researchers have given bounds between higher order nonlinearities and algebraic immunity. However, those 
bounds are not very precise. In this paper, we try to improve upon them, and derive a much more precise result on the 
higher order nonlinearities of algebraic immune functions. 
© 2011 Published by Elsevier Ltd. Selection and/or peer-review under responsibility of Harbin University 
of Science and Technology 
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1. Introduction 
Recently, algebraic attacks have received a lot of attention in the cryptographic literature. To measure 
the resistance to algebraic attacks, algebraic immunity has been proposed by W. Meier, et al. [4].  
Nonlinearity is also a very important cryptographic criterion to measure the resistance to algebraic 
attacks, and a Boolean function with low nonlinearity will have low algebraic immunity [7].  
If the algebraic immunity of a function f  is known, the first lower bound on the first order nonlinearity 
of f  has been obtained in [3]. In [6], Lobanov improved upon that lower bound. In [2], a generalization to 
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the r -th order nonlinearity of the bound obtained in [3] has been given, and in [1], C. Carlet improved in 
some cases upon the corresponding bound of  [2].  
In this paper, we deduce some results on algebraic degree and algebraic immunity of a Boolean 
function, and obtain a new bound which improves upon the bound of [1] and [2]. In fact, our bound is two 
times of the bound of [2], and is greater than the bound of [1] for any order r .
2. Preliminaries 
Let 2
nF  be the set of all n -tuples of elements in the finite field 2F . A Boolean function of n  variables 
is a function from 2
nF  into 2F . We denote by nB  the set of all n -variable Boolean functions. 
Any nf B∈  can be represented uniquely as a multivariate polynomial in 
2 2
2 1 1 1[ ,..., ] / ( ,..., )n n nF x x x x x x+ + , which is called its algebraic normal form(ANF). The algebraic degree 
of f , denoted by ( )deg f , is the degree of this polynomial. 
A Boolean function is affine if there exists no term of degree strictly greater than 1 in the ANF and the 
set of all affine functions is denoted by nA .
Let
2 21 { | ( ) 1}, 0 { | ( ) 0}
n n
f fx F f x x F f x= ∈ = = ∈ = .
The cardinality of 1f , denoted by ( )wt f , is called the Hamming weight of f . The Hamming distance 
between two functions f  and g , denoted by ( , )d f g , is the Hamming weight of f g+ .
 Let nf B∈ . The nonlinearity of f  is its distance from the set of all n -variable affine functions, i.e.,  
( ) ( ( , ))
ng A
nl f min d f g∈= .
The Hamming distance between f  and the set of Boolean functions of algebraic degrees at most r ,
denoted by ( )rnl f , is called r -th order nonlinearity. 
For any nf B∈ , a nonzero function ng B∈  is called an annihilator of f  if · 0f g = , and the algebraic 
immunity of f , denoted by ( )AI f , is the minimum value of d  such that f  or 1f +  admits an 
annihilating function of degree d .
As f  or 1 f+  must have an annihilator of degree ≤
2
n⎡ ⎤
⎢ ⎥⎢ ⎥
, we always have ( )AI f ≤
2
n⎡ ⎤
⎢ ⎥⎢ ⎥  [4,5].  
3. A bound between higher order nonlinearity and algebraic immunity 
Lemma 1. Let , nf g B∈ , and ( )AI f d= , ( )deg g r= . Let 1 { | ( ) 1 ( ) 0}T x f x and g x= = = . Then 
1
1
0
| |
d r
i
n
T
i
− −
=
⎛ ⎞≥ ⎜ ⎟⎝ ⎠∑ .
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Proof. If 
1
1
0
| |
d r
i
n
T
i
− −
=
⎛ ⎞< ⎜ ⎟⎝ ⎠∑ , then there exists nh B∈  of degree at most 1d r− −  such that ( ) 0h x =  for 
any 1x T∈ . Therefore, ( 1) 0f g h+ =  and (( 1) ) 1deg g h d+ = − , which is contradictory to the fact 
that ( )AI f d= . Hence 
1
1
0
| |
d r
i
n
T
i
− −
=
⎛ ⎞≥ ⎜ ⎟⎝ ⎠∑ .
Let 2 { | ( ) 1 ( ) 1}T x f x and g x= = = , 3 { | ( ) 0 ( ) 0}T x f x and g x= = = , and 4 { | ( ) 0 ( ) 1}T x f x and g x= = = .
In the same way, we can deduce that 
1
0
| |
d r
k
i
n
T
i
− −
=
⎛ ⎞≥ ⎜ ⎟⎝ ⎠∑ , for 2,3,4k = . Particularly, if 1r = , we have 
2
0
| |
d
k
i
n
T
i
−
=
⎛ ⎞≥ ⎜ ⎟⎝ ⎠∑ , for 1,2,3,4k = .
Corollary 1. Let nf B∈ , and ( )AI f d= . Then  
2 2
0 0
2 ( ) 2 2
d d
n
i i
n n
wt f
i i
− −
= =
⎛ ⎞ ⎛ ⎞≤ ≤ −⎜ ⎟ ⎜ ⎟⎝ ⎠ ⎝ ⎠∑ ∑ .
Proof. Let 1r = .Clearly, 1 2( ) | | | |wt f T T= + , and 3 4( 1) | | | |wt f T T+ = + . Since 
2
0
| |
d
k
i
n
T
i
−
=
⎛ ⎞≥ ⎜ ⎟⎝ ⎠∑ , for 
1,2,3,4k = , and ( ) ( 1) 2nwt f wt f+ + = , we deduce the result. 
Lemma 2. Let , nf g B∈ , ( )AI f d=  and ( )deg g r d= < . Then  
1
0
( ) ( )
d r
i
n
wt fg wt f
i
− −
=
⎛ ⎞≤ − ⎜ ⎟⎝ ⎠∑ .
Proof. Let { | ( ) 1 ( ) 0}T x f x and g x= = = . Clearly, ( ) ( ) | |wt fg wt f T= − . If 
1
0
| |
d r
i
n
T
i
− −
=
⎛ ⎞< ⎜ ⎟⎝ ⎠∑ , then there 
exist nh B∈  of degree at most 1d r− −  such that ( ) 0h x =  for any x T∈ . Therefore, ( 1) 0f g h+ =
and (( 1) ) 1deg g h d+ = − , which is contradictory to the fact that ( )AI f d= . Hence
1
0
| |
d r
i
n
T
i
− −
=
⎛ ⎞≥ ⎜ ⎟⎝ ⎠∑ , and the 
result follows. 
Theorem 3. Let nf B∈  and ( )AI f d= . Then 
2
1
0 0
( ) 2 2
d n d
n
i i
n n
nl f
i i
− −
−
= =
⎛ ⎞ ⎛ ⎞≥ + −⎜ ⎟ ⎜ ⎟⎝ ⎠ ⎝ ⎠∑ ∑ .
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Proof. By Lemma 1 and Lemma 2, we have 
1
0
( , ) ( ) ( ) 2 ( )
d r
i
n
d f g wt f g wt g wt f
i
− −
=
⎛ ⎞= + ≥ + −⎜ ⎟⎝ ⎠∑ .
If ng A∈ , then 1( ) 2nwt g −=  and 1r = . Hence 
2
1
0
( ) 2 2 ( )
d
n
i
n
wt f g wt f
i
−
−
=
⎛ ⎞+ ≥ + −⎜ ⎟⎝ ⎠∑ .
By Theorem 2, we have
0
( )
n d
i
n
wt f
i
−
=
⎛ ⎞≤ ⎜ ⎟⎝ ⎠∑ , and the result follows. 
Theorem 4. Let nf B∈  of algebraic immunity d  and r  be any positive integer strictly less than d .
Then 
1
0
( ) 2
d r
r
i
n
nl f
i
− −
=
⎛ ⎞≥ ⎜ ⎟⎝ ⎠∑ .
Proof. Let ng B∈  of algebraic degree at most r .Let 1 { | ( ) 1 ( ) 0}T x f x and g x= = =  and 
2 { | ( ) 0 ( ) 1}T x f x and g x= = = . Clearly, 1 2( , ) ( ) | | | |d f g wt f g T T= + = + . By Lemma 2, we have 
1
1
0
| |
d r
i
n
T
i
− −
=
⎛ ⎞≥ ⎜ ⎟⎝ ⎠∑ .Similarly, 2 { | ( ) 1 1 ( ) 1 0}T x f x and g x= + = + = , where ( 1)AI f d+ = and ( 1)deg g r+ ≤ .
Hence we have 
1
2
0
| |
d r
i
n
T
i
− −
=
⎛ ⎞≥ ⎜ ⎟⎝ ⎠∑  too, and the result follows. 
Remarks: 
1. The bound of Theorem 4 also holds for 1r = , and when it is optimal to the bound of Theorem 3. 
2. The bound of Theorem 4 improves upon the bound 
( ) 1
0
( )
AI f r
r
i
n
nl f
i
− −
=
⎛ ⎞≥ ⎜ ⎟⎝ ⎠∑  of [2] and 
( ) 1
0
( ) 2
AI f r
r
i
n r
nl f
i
− −
=
−⎛ ⎞≥ ⎜ ⎟⎝ ⎠∑  of  [1]. 
Table 1. THE LOWER BOUNDS ON ( )rnl f  given by theorem 4 and by [1] and [2], for 
11,13,16,19, 22n = , 2
2
n
r
⎡ ⎤≤ ≤ ⎢ ⎥⎣ ⎦   AND ( )AI f   OPTIMUM 
n      r     The bound of Th. 4       [1]             [2]    
11     2                464                    260            232 
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11     3                134                     74              67 
11     4                 24                      16              12   
13     2               2186                  1124          1093 
13     3                756                    352            378  
13     4                184                     92              92   
13     5                 28                      18              14  
16     2              13770                 6946          6885 
16     3               5034                  2186          2517 
16     4               1394                   598            697  
                    16     5                274                    134            137  
                    16     6                 34                      22              17   
19     2             188368               82452        94184  
19     3              87592                29786        43796  
19     4              33328                 9888         16664  
19     5              10072                 2942          5036  
19     6               2320                   756           1160  
19     7                382                    158            191  
19     8                 40                      24              20  
22     2            1200740             527900       600370   
22     3             561200              188368       280600   
22     4             220112               62360        110056  
22     5              70886                18804         35443  
22     6              18218                 5034           9109  
22     7               3588                  1152           1794  
22     8                508                    212             254 . 
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